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Abstract: The secret sharing schemes in conventional visual cryptography are characterized by encoding one shared secret into a set of random
transparencies which reveal the secret to the human visual system when they are superimposed. The ordinary concept of secret sharing is sharing
the secret key, and secret sharing schemes are also wildly used for secret transmission nowadays. But most secret sharing schemes are based on
cryptography [3–11] such that the encryption and decryption processes need high computation costs. Visual cryptography, a kind of secret
sharing schemes, differs from traditional secret sharing in terms of the efficient decryption process. This ultimately brings the downfall of the
scheme. Therefore, we need a Password Generator Scheme which will restrict the Intruders to crack the password or we should design such a
scheme which will cause sufficient delay in cracking of a password so that the Generator of the password changes the previous password.
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I. INTRODUCTION
1.2 Black and White Visual Cryptography Schemes
1.1 Visual Cryptography
Visual cryptography scheme is a cryptographic technique which
allows visual information (e.g. printed text, handwritten notes, and
picture) to be encrypted in such a way that the decryption can be
performed by the human visual system, without the aid of computers.
There are various measures on which performance of visual
cryptography scheme depends, such as pixel expansion, contrast,
security, accuracy, computational complexity, share generated is
meaningful or meaningless, type of secret images( either binary or
color) and number of secret images(either single or multiple)
encrypted by the scheme.
Visual cryptography is introduced by first in 1994 Noar and
Shamir [1]. Visual cryptography is a cryptographic technique which
allows visual information (e.g. printed text, handwritten notes and
pictures) to be encrypted in such a way that the decryption can be
performed by the human visual system, without the aid of computers.
Visual cryptography scheme eliminates complex computation
problem in decryption process, and the secret images can be restored
by stacking operation. This property makes visual cryptography
especially useful for the low computation load requirement. This
paper provides overview of various visual cryptography schemes.
Taking limited bandwidth and storage into consideration two criteria
pixel expansion and number of shares encoded is of significance.
Smaller pixel expansion results in smaller size of the share. Encoding
multiple secret images into the same share images requires less
overhead while sharing multiple secrets. Meaningful shares avoid
attention of hacker considering the security issues over the
communication channels. To meet the demand of today’s multimedia
information gray and color image format should be encoded by the
schemes. Other performance measures such as contrast, accuracy,
security and computational complexity that affect the efficiency of
visual cryptography are also discussed in this paper.
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A) Sharing Single Secret
Naor and Shamir’s[1] proposed encoding scheme to share a binary
image into two shares Share1 and Share2 . If pixel is white one of the
above two rows of Table 1 is chosen to generate Share1 and Share2.
Similarly If pixel is black one of the below two rows of Table1is
chosen to generate Share1 and Share2. Here each share pixel p is
encoded into two white and two black pixels each share alone gives
no clue about the pixel p whether it is white or black. Secret image is
shown only when both shares are superimposed.
B)

Sharing Multiple Secrets

The visual cryptography schemes to share two secret images in
two shares. They hidden two secret binary images into two random
shares, namely A and B, such that the first secret can be seen by
stacking the two shares, denoted by A⊗ B, and the second secret can
be obtained by first rotating A Ө anti-clockwise. They designed the
rotation angle Ө to be 90◦. However, it is easy to obtain that Ө can be
180◦ or 270◦. To overcome the angle restriction of Wu and Chen’s
scheme [2], Hsu et al. [3] proposed a scheme to hide two secret
images in two rectangular share images with arbitrary rotating angles.
Wu and Chang [4] also refined the idea of Wu and Chen [2] by
encoding shares to be circles so that the restrictions to the rotating
angles (Ө = 90◦, 180◦ or 270◦) can be removed.

1.3 Objectives
Current research work is dedicated to achieve some of the
following objectives.
1. To impart & enhance the confidentiality of the secret
information or data.
2. To device a user authentication system based on strong
password, which can be obtained by using image fusion &
visual cryptography.
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3.

4.

5.

To ensure the data integrity & availability by providing
access to authentic users only To design a scheme which
will overcome from all the threats created by various
human generated or automated systems for the user
authentication.
To realize a mechanism which will cause sufficient delay
for an intruder to crack the valid user authentication
(password)?
To realize a mechanism which will cause sufficient delay
for an intruder to crack the valid user authentication
(password)?

II. REVIEW OF LITERATURE
Password-based authentication is the protocol that two entities
share a password in advance and use the password as the basic of
authentication. Existing password authentication scheme can be
categorized into two types: weak password authentication schemes
and strong-password authentication schemes. In general, strongpassword authentication protocols have the advantages over the weak
password authentication schemes in that their computational
overhead are lighter, designs are simpler, and implementation are
easier, and therefore are especially suitable for some constrained
environments[14].

2.1 Common Password Generation:
People are notoriously remiss at achieving sufficient entropy to
produce satisfactory passwords. Some stage magicians exploit this
inability for amusement, in a minor way, by divining supposed
random choices (of numbers, say) made by audience members. Thus,
in one analysis of over 3 million eight-character passwords, the letter
"e" was used over 1.5 million times, while the letter "f" was only
used 250,000 times. A uniform distribution would have had each
character being used about 900,000 times. The most common number
used is "1", whereas the most common letters are a, e, o, and r [9].
Users rarely make full use of larger characters sets in forming
passwords. For example, hacking results obtained from a MySpace
Equations phishing scheme in 2006 revealed 34,000 passwords, of
which only 8.3% used mixed case, numbers, and symbols [10].Note
that the full strength associated with using the entire ASCII character
set (numerals, mixed case letters and special characters) is only
achieved if each character in the password is chosen randomly from
that set. Capitalizing a letter and adding a couple of numbers and a
special character to a password will not achieve the same strength. If
the numbers and special character are added in predictable ways, say
at the beginning and end of the password [13], they could even lower
password strength compared to an all letter random password of the
same length.
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romantic links (current or past), or biographical information
(e.g., ID numbers, ancestors' names or dates).


Including numbers, and symbols in passwords if allowed by the
system.



If the system recognizes case as significant, using capital and
lower-case letters.



Avoiding using the same password for multiple sites or
purposes.

Avoid using something that the public or workmates know you
strongly like or dislike. Kept in a safe place, such as a wallet or safe,
not attached to a monitor or in an unlocked desk drawer. The possible
character set for a password can be constrained by different web sites
or by the range of keyboards on which the password must be entered
[09].
Existing password-based authentication schemes can be
categorized into two types - one uses weak password and the other
uses strong-password [1]. The weak password authentication scheme
is based on public-key cryptographic techniques and has the
advantage that the remote system does not need to keep a verifier
table to verify the validity of the user login. Though, weak-password
is easy to memorize; however, weak-password authentication
schemes lead heavy computational load to the whole application
system because of using public-key cryptographic techniques. In
contrast, the computational load of most strong-password
authentication schemes is lighter because of using only simple
operations, e.g., one-way hash function and exclusive-OR operation
[2]. The strong-password authentication schemes have another
advantage over weak password authentication schemes that their
implementations are easier and with less cost. However, a strongpassword is difficult to memorize.

III. PROPOSED WORK METHODOLOGY (SYSTEM
BLOCK DIAGRAM)
3.1 Proposed methodology:

2.2 Common Guidelines to generate a Strong Password
[13][01][11] :
Guidelines for choosing good passwords are designed to make
passwords less easily discovered by intelligent guessing, common
guidelines include:
A minimum password length of 12 to 14 characters if permitted.


Generating passwords randomly where feasible.



Avoiding passwords based on repetition, dictionary words, letter
or number sequences, usernames, relative or pet names,
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3.2 Proposed Strong Password generator system:
To achieve the proposed system, Select input Images (from the
array of images) which may be of any type like RGB, Gray and
Binary etc. We perform Image fusion algorithm that combines all the
selected images into a single Image. Significance of image fusion
algorithm is only to avoid the dependency of generated password on
a single image. Image fusion modifies input image pixels & at the
end result, we find two or more images are mixed up.
Once the images are fused, we will apply two shares Visual
Cryptography Algorithm, which encrypt the image & convert it into
unreadable format. The Cryptographic image is unreadable in format
that’s why an intruder will find difficulty in reading Plain image for
password decryption. Cryptographic image contain a decimal pixel
value either 0 or 255.
Crypto image is a input to our Proposed Password Generator
Algorithm we choose the pixels from Crypto image based on the Key
values, we suggest the multiple key selection to create more patterns
of selection. Finally we assemble all these selected pixels into a
single dimensional array which we will divide into 04 sections that is
Numbers, Characters, Special Symbols, & Special Character. Strong
password definition says that, “ Password should contain Digits,
Characters, Special Symbols, & Special Characters and it should not
be breakable by any of the intelligent Intruder easily, in proposed
work; we will try to Mix up all the generated sections with
permutations so that every time & in every round an Unique
Password will be generated. Once the password is generated we pass
this password from strong password definition filter if it passes
through that than we will use it for the Authentications else we
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forward it to proposed password generator algorithm again (until it
qualifies for the definition of a strong password).

IV. CONCLUSION
Current research work is dedicated to Generate Strong password,
using Image Fusion & Two-Share Cryptography. The strength of
proposed system lies in a sufficiently large collection of images to
avoid short repeating cycles. Compared to other methods reviewed,
our system may require human-interaction and careful selection of
images. Cryptography also performs significant role to encrypt the
resultant fused image, which finally resembles into the password
string. This password string will further checked against the
definition of strong password & than finally delivered to the
deserving authority.
Besides this system, current work can be extended for the proper
delivery of the password string to the deserving recipients of it. This
task can be accomplished using one of Key Distribution Mechanisms.
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